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This book will be used to make notes, describe keywords and predict (and answers) questions for each topic with your GCSE
Computer Science studies. This will detail all of the unit criteria that you will need to be confident of before undertaking the
Summer examinations.

Every effort must be taken to ensure that this booklet is completed to the best of your ability during revisions sessions and
independent learning.



SYSTEM ARCHITECTURE:
CPUAND FETCH EXECUTE CYCLE

NEED TO BE CONFIDENT OF BEFORE THE EXAMINATION:

| know the purpose of the CPU

| know the Von Neumann architecture (MAR, MDR, PC & Accumulator)

| know common CPU components and their function (ALU, CU, Cache)

| know the function of the CPU as fetch and execute instructions stored in memory
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SYSTEM ARCHITECTURE:
CPUAND FETCH EXECUTE CYCLE

NEED TO BE CONFIDENT OF BEFORE THE EXAMINATION:

| know how common CPU characteristics affect their performance including:

Clock Speed, Cache Size, Number of cores.

I know what is meant by the term embedded systems including:

| know the purpose of embedded systems

| can give suitable examples of embedded systems
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MEMORY:

RAM, ROM, FLASH & VIRTUAL
NEED TO BE CONFIDENT OF BEFORE THE EXAMINATION:
| know the difference between RAM and ROM
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| know the purpose of ROM in a computer system

| know the purpose of RAM in a computer system
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| understand virtual memory and know why a computer system may need it

| know the purpose of flash memory
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SECONDARY STORAGE:
TYPES & CHARACTERISTICS

NEED TO BE CONFIDENT OF BEFORE THE EXAMINATION:

| understand the need for secondary storage

| understand data capacity and can calculate data capacity requirements

| know the common types of storage: optical, magnetic and solid state

| know the characteristics: capacity, speed, portability, durability, reliability, cost

| can select and justify the most appropriate storage media for given scenarios
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WIRED & WIRELESS NETWORKS(1):
TYPES & FACTORS AFFECTING PERFORMANCE

NEED TO BE CONFIDENT OF BEFORE THE EXAMINATION:

| know the different types of networks: LAN & WAN

| can describe the factors that affect the performance networks . -1 l e
| understand the different roles of computers in a client-server and a peer-to-peer = I =0 _-a_ll
network
Lifeusire
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WIRED & WIRELESS NETWORKS(2):
HARDWARE REQUIREMENTS & THE INTERNET

NEED TO BE CONFIDENT OF BEFORE THE EXAMINATION:

| know the hardware needed to connect a standalone pc to a local area network:
wireless access point; router/switch; Network Interface Card; transmission media

| can describe the internet as a worldwide collection of computer networks:
Domain Name Servers; Hosting; and the Cloud

| understand the concept of virtual networks
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Bridge to create One Single LAN.

In this example, a wired LAN and a wireless LAN have been joined using a
This allows each side of the LAN to share resources efc.
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NETWORK TOPOLOGIES, PROTOCOLS & LAYERS:
HARDWARE REQUIREMENTS & THE INTERNET

The TCP/IP Model

DHCP, DNS, FTP, HTTP, HTTPS,
POP, SMTP, S5H, etc

NEED TO BE CONFIDENT OF BEFORE THE EXAMINATION:

| can describe star and mesh networks

| can describe wifi frequency, channels and encryption

I can clearly describe the concept of packet switching

I can describe the purpose of a range of available protocols

| understand the difference between MAC Address and IP Address

TCP uDP

IP Address: IPvd, IPv6

MAC Address
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SYSTEM SECURITY:
NETWORK THREATS & PREVENTION

NEED TO BE CONFIDENT OF BEFORE THE EXAMINATION:

| can describe a range of potential attacks on a network: malware; phishing; ; DDOS;
social engineering; brute force attack; Data Interception & theft; SQL Injection; poor network policy.

| can describe the threats that the above attacks pose to networks

SYSTEM SECURIT

| can describe measures of identifying and preventing vulnerabilities: penetration
testing,; network forensics; network policies; anti-malware software; firewalls; user access levels;
passwords; and encryption
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SYSTEM SOFTWARE:
PURPOSE, OPERATING SYSTEMS & UTILITIES

NEED TO BE CONFIDENT OF BEFORE THE EXAMINATION:

| can describe the purpose and functions of system software

| can describe the purpose of the operating system and explain key functions:
user interface; memory management/multitasking; peripheral management & drivers;
user management; file management.

| can describe the purpose of a range of utility software: encryption;
defragmentation; data compression; and methods of backup (full & incremental)

System Software

Tand 7 Hardware Uities
CPU, disks, mouse,
printer, etc.

https://www.thecrazyprogrammer.com
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ETHICAL, LEGAL, CULTURAL &
ENVIRONMENTAL CONCERNS:

NEED TO BE CONFIDENT OF BEFORE THE EXAMINATION:

| can discuss computer science technologies whilst considering: ethical issues; legal

issues; cultural issues; environmental issues; privacy issues

| can describe how stakeholders are affected by technologies

| can discuss the legislation relevant to Computer science: Data Protection Act (1998);

Computer Misuse Act (1990); Copyright, Designs & Patent Act (1988); Creative Commons Licencing;
Freedom of Information Act (2000)
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ALGORITHMS—Computational Thinking,

Bubble Sorting
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Search and Sort Algorithms
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ALGORITHMS (contd) Computational Thinking,
Search and Sort Algorithms

NEED TO BE CONFIDENT OF BEFORE THE EXAMINATION:

| can confidently create my own algorithms (pseudocode & flow diagrams)

| can interpret, correct or complete algorithms
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e
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PROGRAMMING TECHNIQUES

NEED TO BE CONFIDENT OF BEFORE THE EXAMINATION:

| can programming using variables, constants, operators, inputs, outputs and
assignments (and can show this knowledge when creating/editing pseudocode)

| understand the concept of sequence, selection & iteration in code/pseudocode

| can code/design in pseudocode basic string manipulation

| can code/design in pseudocode file handling operations(read, open, write, close)
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PROGRAMMING TECHNIQUES (contd)

NEED TO BE CONFIDENT OF BEFORE THE EXAMINATION:
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| can demonstrate and discuss how SQL is used to search for data o [P st
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| understand and can code/create pseudocode 1 and 2 dimensional arrays 5 | v P 53453
| can code/create pseudocode to show the use of functions and procedures
i i tech-recipes.com
| can use of appropriate data types & mathematical operators
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PRODUCING ROBUST PROGRAM

NEED TO BE CONFIDENT OF BEFORE THE EXAMINATION:

| can discuss defensive design considerations

| understand the importance of code maintainability

| understand the importance and different types of testing for programs

| can efficiently identify and correct syntax and logic errors in code

| can create an effective test plan including suitable test data

Defensive design: planning for contingencies & anticipating misuse

L
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COMPUTATIONAL LOGIC

NEED TO BE CONFIDENT OF BEFORE THE EXAMINATION:

| can explain why data is represented in binary form in computer systems

| can create/interpret simple logic diagrams using the operations AND, OR & NOT

| can create/interpret truth table for logic diagrams

| can combine Boolean operators AND, OR & NOT to 2 level (in a logic diagram)
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TRANSLATORS & FACILITIES OF LANGAUGES
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NEED TO BE CONFIDENT OF BEFORE THE EXAMINATION:

| can discuss the purpose of translators

| can describe the characteristics of high and low level languages

| cab describe the characteristics of an assembler, compiler & interpreter

| can describe the use of common tools & facilities available
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DATA REPRESENTATION (contd)

Units, Numbers, Characters, Images, Sound and Compression

Sound Recording

NEED TO BE CONFIDENT OF BEFORE THE EXAMINATION:

| understand how images are represented in binary and can convert between

| understand how sounds are represented in binary and can convert between

| understand compression techniques and why compression is needed in
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